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s Overview

This guide will show you how to publish your NAS on the Internet, this allows you to access and
configure your NAS files via the internet remotely.
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% Before you start

« Checking your network environment

No matter whether you have a fixed or dynamic IP, we would recommend you connect your NAS to
an IP router (see figure below).

Internet
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¢ Making your Thecus NAS accessible via the Internet

To ensure that you can remotely access your NAS via the internet, please complete the following 3
steps.

2 Apply for a FREE

Connect to your
Thecus NAS

1 Create a Thecus ID

DDNS

Step 1. Creating a Thecus ID

This requires the registration of an email account. Please see

"Getting Started-Step 2. Create a Thecus ITJ!

Step 2. Applying for a FREE DDNS

Once you have created a Thecus ID, you will receive a FREE DDNS for your NAS. You can find your
DDNS using the Intelligent NAS utility (Please see the screenshots below):

r B
I Intelligent NAS [‘:' et g

Complete

Thecus ID 2

|| DDNs : uslink.com ||

Start Browser

A N2310

Download Manage & Share

Language: English v
Theme: Frontground Background
= m=—== HEEE
= I BN [
NAS Host IP: 192.168.0.226
i? s Ver: 056.build_182
Intelligent Ver: 0.1.34  Check Version
';:} Time Zone: Asia/ Taipei v
o DDNS: jennifer.thecuslink.con‘l Setup Thecus ID &DONS  What is Thecus ID 7
Thecus ID: jen@armai.com
A.E

A N2520/N2560/N4520/N4560

4 Making your Thecus NAS accessible via the Internet



http://www.thecus.com/onlineresource_detail.php?OR_TYPE_ID=2&OR_ID=4

Step 3. Connecting to your Theucs NAS with web browsers

After the steps above, you should be able to connect to the login page via the Internet using your
NAS's public IP address or DDNS hostname:

e.g. http://192.168.1.2:8888 or http://jennifer.thecuslink.com:8888
' T N2560 A W

< C' | [4 http://jennifer.thecuslink.com:8888 =

ThecusOS™

PI‘Otect Your Source
Secure v..rData

&

Admin

To properly browse this web page, we recommend you use IE7+, Frefox, Safar, or Google Chrome.

If you are unable to, please consult the next section:
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% Failing to access services on your Thecus NAS via
the Internet

The following steps help to ensure that your settings correct:

Step 1. Checking your router

To be sure that your router has "Universal Plug and Play (UPnP)" or "UPnP IGD" enabled*,
please compare your settings with the below screenshots of the UPnP service settings of various
brands of router. Please select one to see its UPnP Configuration page:

« NETGEAR R6250
« D-Lnk DIR-868L
« D-Link DIR600

-

* If your router does not support UPnP, you may need to input the port forwarding physically. Please
see "How to configure your router manuallyf"




Step 2. Checking the UPnP Port Forwarding service on your Thecus NAS

Login into the admin Ul of your Thecus NAS. Browse to Control panel>Network Service>UPnP
Port Management.

m (D g l Admin

Search String |

s _d =f=1nl d L= i

I zer Group InpLt Folder Quota Group =
Configuration Configuration Backup

Network Service

MNFS

= f -___;_rP"J ———
SarnbafiCIFS AFF FTF ehService LPAP Bonjour
Service
| £ . - 1] =

A | =e| B B =

i - [ & _| | ﬂ =
» = | | e | 8=
SSH DOMS LUPAP WehDay Auto-Thurnbnail Thecus

Port jin]
Managernent
Aanlic abinen Mo

Information regarding an associated router's UPnP Port Management is shown in the screenshot
below. If similar information is shown it means that your router is working fine:

° O UPnP Port Management 1

Information

Friendly Marme: RT-MN16

Manufacturer LURL: bt f iy, asLIE, Comm

Model number: 3.0.0.4.260

Model URL: bttty asLis . com

Model description: RT-H1G

LD uuid:a01b9750-d985-4ech-857h-fSecB93866h

Connection rules

% Refresh (&) Add Rule o) L Reset =)
Part - Protocal Description status
A
= Local Setting =
1020-1020 TCR For wWebDisk. Ok
1020-1030 LDP For WebDisk, Ok
1111-1111 TCR Far T-OnTheGo. [0]:4
1111-1111 LDP For T-OnTheGo. Ok
2100-2100 TCP Far FTR, Ok
20000-20020 TCR For FTP Passive Port, Ok —
4433-4433 TCR For WehDisk, O
4433-4433 LDP For WebDisk, Ok
ARRR-ERES TR Frr wWiehServira. (4 L,

If similar information is not displayed, please consult the following cases:



Case 1. The services you desired are NOT listed

Click “Add Rule" to add more port mapping rules to allow access desired services from the
Internet.

= Refresh (23 Add Rule i L Reset

Connection rules

Start port: |9E|91 |
End port: |9091 |
Protocal: v

Description: | BT transmission |

[ Apply ][ Cancel ]

UPnP Port Management

Item Description

Start port* Specific port number to start at. e.g. 9091

End port* Specific port number to end at. e.g 9091

Protocol* Choose the required protocol for port forwarding. e.g TCP/UDP
Description The name of the port service. e.g. BT transmission

Apply Click "Apply”to confirm the changes.

Cancel Click "Cancel”to abort the changes

*For the default service ports of Thecus NAS, please see Appendix A

A Some routers do not allow the input of port numbers below 1024, so doing so in some

instances may result in “setting failure” errors.

Case 2. Service connection failure

Please try to log into your router's admin Ul and disable the UPnP function and then enable
it again. After this, please reboot your Thecus NAS and check the UPnP Port Management
window. You can also try to access the Thecus NAS admin Ul via your Thecus ID's DDNS again.

Connection rules
% Refresh () Add Rule - 7L, Reset
Port = Protocol Description status
| Local Setting A
1080-1080 TCP For WehbDisk. Fail
1080-1080 UDF For WebDisk. Fail
2100-2100 TCP For FTP. Fail
30000-30000 TCP For FTP Passive Port. Fail
30000-30020 TCF For FTF Passive Fort. Incomplete
30001-30001 TCP For FTF Passive Port. Fail
30002-30002 TCP For FTP Passive Port. Fail
30003-30003 TCP For FTF Passive Fort. Fail (¥
3nnn4-3nnng TCFP For FTP Passive Port. Eail

Failing to access services on your Thecus NAS via the Internet 7




Case 3. The UPnP device cannot be found

You may input port forwarding manually. Please see How to configuring your router_manually.

Connection rules %

I UPAP devices not found

Step 3. If none of the above methods work, , please go to http://esupport.th]
lecus.com/support/index.php or email support@thecus.com.

% Configuring Your Router Manually

Each manufacturer has different software that they use on their routers. Below are screenshots of the
port forwarding settings of 3 popular routers*.

 DD-WRT:
Application: Service name. e.g. HT TP, BitTorrent Transmission

Port from/Port to/Protocaol: Please see [Appendix A,
IP Address : Enter Your Thecus NAS's IP address

dd mt

Port Forwarding Port Range Forwarding Port Triggering UPnP

Port Forward

Forwards

| Applicstion | Portfrom | Protocol | P Address | T T
SSH 22 TCP « 192.168.1.100 22 J

HTTP 80 TP 192,168, 1. 100 80 V|

HTTPS 443 TCP = 192,168.1. 100 443 J

(i | enore
N T

* For more information on how to access your router and the necessary username and password.
Please check you're the device documentation, the stickers on your router, or the manufacturer’s
website.


http://esupport.thecus.com/support/index.php
http://esupport.thecus.com/support/index.php

« Tomato:

Proto/Ext Ports/Int Port: Please see
Int Address: Enter your Thecus NAS's [P address

Description: Service name. e.g. HTTP, BitTorrent Transmission

Tomato

Version 1.28

Status Port Forwarding

Bandwidth

Tools On Proto Src Address Ext Ports Int Port  Int Address Description +*
UDP 1000,2000 192.168.1.2 ex 1000 and 2000

Basic Both 1000-2000,3000 192.168.1.2 ex: 1000 to 2000, and 3000

Advanced Both 1.1.1.024 1000-2000 192.168.1.2 ex: 1000 to 2000, restricted

Port Forwarding TCP 1000 2000 192.168.12 ex different internal port

|2;’]‘;—°] ""il 7l TcPr - 8822 22 172.16.66.100

—
= = e

UPNP / NAT-PMP

=3
i » Src Address (optional) - Forward only if from this address. Ex "1.2.3.47,71.234-234.5,"1.23.0/24".
Access Restriction + Ext Ports - The ports to be forwarded, as seen from the WAN. Ex “2345, “200,300%, “200-300,400",
« Int Port (optional) - The destination port inside the LAN. If blank, the destination port is the same as Ext Poris. Only one port per enfry
Administration is supported when forwarding to a different internal port.
+ Int Address - The destination address inside the LAN.
About

« NETGEAR:
Service Name: e.g. HT TP, BitTorrent Transmission

Service Type/Starting Port/Ending Port: Please see [Appendix 4,
Server IP Address: Enter your Thecus NAS's IP address

N E T G E A R _ : Select Language:

English -
router manager
RangeMax™ Wireless-N Gigobit Router Apply |
Block Services Port Forwarding / Port Triggering
Schedule
E-mail ”
Please select the service type.
= 9 Port Forwarding
Router Status © Port Triggering
Server IP Address
Set Password 193 ll1ea L2, | [ Ad
Router Upgrade
| I El | Service Name I Start Port | End Port ] Server IP Address |
Wireless Settings
Wireless Repeating EditService | Delete Service
Function -
Port Forwarding / Add Custom Service |

Port Triggering
WAN Setup

If you still encounter problems, please go to http://esupport.thecus.com/support/index.phgd or email
support@thecus.com.

Configuring Your Router Manually 9



http://esupport.thecus.com/support/index.php

¢ Appendix A : The default service ports of Thecus NAS

System Port number
Admin Ul 8888
Network Service Port number
Webservice 80(http)/443(https)
WebDav(T-OnTheGo) 9800(http)/9802(https)
FTP 2100,
30000-30020(Data connection in Passive Mode)
SSH 22

Thecus NAS APP Port number
Webdisk 1080(TCP), 4433(UDP)
BiTorrent Transmission 9091

PLEX 32400
Twonky Media TCP:9000/9001, UDP: 1900/1030
Mobile Application Port number
T-OnTheGo 9800(http)/9802(https)
&

Appendix A : The default service ports of Thecus NAS

Protocol
TCP

Protocol
TCP
TCP
TCP

TCP

Protocol
TCP/UDP
TCP/UDP
TCP

TCP/UDP

Protocol
TCP




¢ Appendix B: Screenshots of the routers’ UPnP
Configuration page

« NETGEARR6250 1

Select Advanced > Advanced Setup > UPnP.

The UPnP screen appears as follows.

Turn UPnP On

Advertisement Period (in minutes) 30
Advertisement Time to Live (in hops) q
UPnP Portmap Table

|  Active | Protocol | Int. Port | Ext. Port | IP Addiess

« D-Link DIR-868L

AR AN

These options are for users that wish to change the LAN settings, We do not recommend
changing these settings from factory default. Chanaing these settings may affect the behavior
of your network.

Helpful Hints...

Save Settings | Don't Save Settings |

Universal Plug and Play (UPnP) supparts peer-topeer Plug and Play functionality for network
devices.

| Enable uPnP 1GD : [ |

WaN PING

If you enable this feature, the waN port of your router will respond to ping requests from the
Internet that are sent to the WAN [P Address.

Enable WAN Ping Response : [~

FIREWALL

e WAN PORT SPEED

WAN Port Speed : [auto 10/100/1000Mbps = |

IP¥4 MULTICAST STREAMS

Enable IPv4 Multicast Streams : [~

IPV6 MULTICAST STREAMS

Enable IPv6 Multicast Streams :

Save Settings |  Don't Save Settings |

Appendix B: Screenshots of the routers' UPnP Configuration page




« D-Link DIR600 #

SETTIRGS ADVANCED

Thise options aré avalable to users who want to change the LAN settngs used. WWe da not
recamrmend to change from the defauk settings, change these setthgs may affect the behavar
of your mebwank.

| Ssatemtrge || without sevirg B settres

enable multicast

Unnersad Fug and Play [UPnP) supoors peor to peer network devces Plug and Play framure. streaming = enabled.

Enable UPnP: [~r'_iI

WAN PING

If you anabls this featurs, tha router’s WAN port wil respond from tha Intemet for the WaN
port [P address seni by the Ping request-

Enabie WAN Ping Respanse: [+

WAN PORT SPEED
10{100Mbos puts- (W

Enabls mulicxt strdame [

. ASUSRT-N16 #

J=U= RT-N16 Logout Reboot English

oy Quick Internet
’ Setup

eration Mode: Wireless router Firmware Varsion: 3.0.0.4. 260
Internet Connection | Port Tngger  Virtual Server / Port Forwardng DMZ  DDNS  NAT P:

General

WAN - Internet Connection
Network Map

RT-M16 supports several connection types to WAN (wide area network) These types are ted from the dropdown menu
Guest Nelwork beside WAN Connection Type. The setting fields differ depending on the connection types you selected

Traffic Manager
tic IP

Parental control

O ez @ No

use application Enable NAT O ves @ No

UPnP FAQ
AiCloud

Advanced Settings

Wireless g 255.255.255.0

12 Appendix B: Screenshots of the routers’UPnP  Configuration page
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